Te 



o tJ Qt* 6^i^4 r 

oLLiKE i 5t7 



^ D E 



-s Esmm Mm 



t? J*u*aaiy 195*2 



TOP 9BQRLT QULDE 



USC IB Heating to be held on 18 January_3,952 ---- 
Brleflng Sheet, cn Item 3 
Caammlcation Security (USCXB: I A / IBS and 10&) 



EO 3.3(h)(2) 

PL 86-36/50 USC 3605 



io T he errant, s and considerations which resulted in a| |Ccjnfep9n©® 

an | | CccsKunicat icn Se®urity 9 held at Washington in Hay 1951 J we set 

forth in the HhcX®sure c 

2o On 27 May 1951 the Report of the Conference (USCIB? / H/132) was 
discussed and approved by USCIB P which also agreed to submit lit to th® 
nat ional Se curity Cornell (NSC) for approval of the reocinmaadatidfi! to ^ppmush 

the' 



and of the conditions precedent thereto. 



% The Chairman of USCIB submitted th© Report to the NSC m\ B Juts'® 
1951j on 11 January 1952 the President approved its eonelueions and re©b*o 

mendationsc 



4oa 0 LSIB approved the Report cn ? June 1951 <* 'n & memorandum* to 
Chairman USCIB 0 in whioh the Chairman*, LSIB stated further that LSIB "bass 
decided that it does not require the approval, of any higher authori ty* 11 H e 



jrr - V W : : ■ ■ I 

also stated that "a draft brief to the U r S 0 and U ,K Arabaacadors in|_ | 



ie being prepared for dissuasion between representatives; of our twb Boards!" 



b 0 In a memorandum to the Chairman^, USCIB, dated 10 Deeeoiber 

/lISCTBi l^hfiinnan TATB •iaisd that. Kan m.jj an»i»4f»«I thus 




LSIB further proposed that the approach mads "at the first opportunity" 
and stated that th® "UK autho rities c an provide in two month©" tlsm 8 CCM 

machines to be offered to th© t (as per the resonsienda^lon ini paragraph 

4* of the Report)* Appendix l, A n to LSlB f 's I-kmar&ndu?^ gets £oH £i the de tails 
of | to | 1 ](ac; 



per last sentence ®t sub-paragraph a afe©v@l LSIB nw wishes USCIB 
ments cn its proposals "at its earliest ©enveniehsen " 



5oS 0 Paragraph 3h of the Report of the 



® ©cab- 



Conference states that: 



"Since the report of the Tripartite Group n ow studying the 



may well add % 

m r kn^ wie&gfe in wsws regard* any aenwasn 'to the 



© 



report*" 



should be deferred pending consideration of that 
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b, In August 1951 the Report of the Tripart ite Working Group was 



approved by the US, As of this date neither the UK] 

Government has approved that Report, However, it is to be noted that 
despite the conclusion quoted above in sub-paragraph a, the pertinent recom- 
mendation based upon that conclusion simply states that; (U3CIB: 14/ 13 2, 4b) 

"b<. The proposed approach and plan be implemented when 
LSIB and USCIB have agreed that the requisite conditions 
have been meto" 



c 0 It appears, therefore, that the recommendation of the] 

Conferees does not require that the approach to the | | be contingent 

upon the approval of the Report of the Tripartite Working Group by all 
three G ov eminent a , Hence, if USCIB agrees with LSIB, the approach to the 
could be made without further delay. 



60 With reference to the CCM ! s to be provided, the UK, as noted above, 
will be ready in about two months t o provide it s quota (8) of the twenty 
machines initially required for the I 



the US agreed to furnish 
At the time of the Conference, the Army agreed to 



the remaining twelve, 

provide these twelve machines and it is assumed that this promise is still 
valid. Sixty additional machines are to be provided by the US and the UK "in 
program phased in consonance with their respective NATO commitments, " 
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ENCLOSURE 



l*a* Early Consideration ; In 1948 USCIB discussed the problem of 

~f as the most important aspect of the "Security 
of Western European Union Consideration,, " USCIB could not agree on measures 
to be taken and submitted to the National Security Council (NSC) a split 



curity hsu voted to take no action but to keep the problem under survell- 
lance. 



b* It may be noted at that time that 



wanted to reveal 



L 



J 



C 



Uso expressed himself to Marshall , but Marshall, replied that NSC could 



not accept the British proposal* 

2* a* Reconsideration of Problem 1950 ? The problem was raised again 
in USCIB in September 1950 when the seriousness of the situation was felt 
by CIA and the Department of State to merit reconsideration* 

b* SECCOM to which the problem had been referred submitted its 

rsnort ho ilSCTB in NrvvomW 1 Q*iA nerommendinii hhah nhens ha hakan ho imnnova 




n An 10 naramhai* 10*50 a 1 ahhar* vraa nanal-o-ah from 


(Htrinrr hha 






Conference be held in early 1951 to work out the details oJ 
d* In late January 1951 Admiral Stone appointed an 


’ action required* 
AFSA Ad Hoc 



Committee under the chairmanship of Mr* William F* Friedman to work out a 
draft of the US position on the matter* This committee submitted on 7 Feb- 
ruary its report, the main conclusions of which were: 



"a* Much valuable intelligence is contained in the 
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to any efficient communication intelligence (COMINT) organization. 



On This situation can be corrected only by a complete overhaul and 
replacement of the present insecure cryptographic systems bj secure 
systems o 

do The importance of denying this source of COMINT to Russia is 
ouch that it is in the interest of the United States not only to 
accept a similar denial for itself, but to provide, at least in part s . 
the cryptographic devices essential to security, 



e 0 Nego tiations with tht 
manner that! 



should be conducted 



f 0 Negotiations with the | | should, if practicable 

ducted entirely by the British in order to avoid disclosu 
cryptologic collaboration, 



Negotiations should no t be ins tituted prior to the 
of a secure group within the | | Government „ ” 

e 0 On 13 March 1951 a letter was sent to LSIB proposing 
the forthcoming conference within the framework of overall 
The points of the agenda were: " 



be eon- 



BRUSA 



formation 



e agenda for 
Isecurityr. 




2 0 The nature and scope of present 



internal insecurity 



3o The mo st effe ctive technical assistance which can 
to the I K 



given 



4 The development of a specific plan for improvement o 
communications insecurity,.. 



5» The basis for a successful approach to the 



The letter also stated the composition of the US delegation 0 



Government ,{ 



roposals for the Conference were received 13 April 1951, 














go The Conference was held 1-14 May 1951 in Washington Its 

recommendations were 

"a 0 The above conclusions be approved; 

b„ The proposed approach and plan be implemented when LSIB and USCIB 
have agreed that the requisite conditions have been met; 

c 0 The re spective Chairmen of LSIB and USCIB and/or their nominees 
visit | In order to brief the U.K„ and the U.S, Ambassador® SSn9(h)(2) 

also fe-panricipate as required; PL 86-36/50 USC 3605 

do LSIB and USCIB keap this problem under continuous review, and 
take such implementing action as may be agreed to be necessary; 

e c Th« Government provide eight and the U 0 S„ Government twelve 

of the twenty tCMs required for initial implementation of the crypto- 
graphic plan, and that the additional sixty CCMs be provided by the two 
Governments in a program phased in consonance with their respective 
MATO commitments o” 
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